How to Use GW REDCap Two Factor Authentication (2FA) & Enable the
Microsoft/Google Authenticator App

1.) Please log in to GW REDCap (https://redcap.research.gwu.edu/)
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2.) You will be met with the Two-step verification screen. *NOTE* you must log
in once via e-mail code before setting up Google/Microsoft Authenticator
App.

& Two-step verification for REDCap login

Select an option below to complete the second half of REDCap's two-step verification login process.
You will not be able to access REDCap until you have completed this verification step.

Google Authenticator or Microsoft Authenticator: Open the Google
Authenticator or Microsoft Authenticator app on your mobile device to get
the verification code associated with your REDCap user account.

O

Email: Send an email containing your verification code to your email
o

account.
Send to btgerald@gwu.edu



https://redcap.research.gwu.edu/

If you can’t access the email listed above, please email REDCap@gwu.edu for
support.

3.) Please enter the code sent to your email

Enter your verification code

Enter the verification code that you obtained from
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submit | Cancel

Once entered your login will be successful.

4.) To set up Google/Microsoft Authenticator you must log in and access your
Profile Page in the top right corner.
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Welcome to REDCap!

REDCap is a secure web platform for building and managing online databases and REDCap Features
surveys. REDCap's streamlined process for rapidly creating and designing projects

offers a vast array of tools that can be tailored to virtually any data collection strategy. Bulldionlineisuivey=landidatabasesiqulc

Create and design your project using a sec
REDCap provides automated export procedures for seamless data downloads to Excel software required. Access from anywhere, at
and common statistical packages (SPSS, SAS, Stata, R), as well as a built-in project
calendar, a scheduling module, ad hoc reporting tools, and advanced features, such
as branching logic, file uploading, and calculated fields.

any device. No extra

Fast and flexible - Go from project creation to starting data collection in less
than one day. Customizations and changes are possible any time, even after
data collection has begun.

Learn more about REDCap by watching a 8 brief summary video (4 min). If you would
like to view other quick video tutorials of REDCap in action and an overview of its
features, please see the Training Resources page.

Advanced instrument design features - Auto-validation, calculated fields, file
uploading, branching/skip logic, and survey stop actions.

e-Consent - Perform informed consent electronically for participants via

NOTICE: If you are collecting data for the purposes of human subjects research, review
survey.

and approval of the project is required by your Institutional Review Board.
Diverse and flexible survey distribution options - Use a list of email

If you require assistance or have any questions about REDCap, please contact .
addresses or phone numbers for your survey respondents and automatically

RFNCan Administraror (703-937-726RK).
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5.) Once on the Profile Page you will see the option to view the set-up

instructions.

& Edit Your User Profile

If you wish, you may edit your User Profile information below. This information will not be given out to anyone but will be used to help us
better keep track of who is using REDCap and also in case you need to be contacted regarding your access to REDCap.

Basic Information

First name:
Last name:
= Primary email:

. Phone number:

E&J Mobile phone number:

B
<]

btgerald@gwu.edu

Tip: To enter a number with an extension, place
a comma between the number and the
extension.

Save Basic Info

[E) set up Google Authenticator or Microsoft Authenticator for two-step login |

Instructions will be shown below.



Set up Google Authenticator or Microsoft Authenticator for two-step login

To use two-step verification to log in to REDCap using Google Authenticator or Microsoft
Authenticator mobile app, you will need to first download the app onto your mobile device.
Use a link below to download the app on your mobile device.

1) Download the Google Authenticator or Microsoft Authenticator app to your mobhile
device

Download the app by searching for 'Google Authenticator' or 'Microsoft Authenticator'
in your mobile device's app store (e.g., Apple App Store, Google Play Store).

2) Open the app. and scan this QR code View QR code in separate window

If you're having trouble scanning the QR code, enter the values below into your Google Authenticator
app using the Manual Entry method. Also, make sure you set it as Time-based'.

Account: u@redcapdev.research.gwu.edu
Heylzec J5L0

3) Use the app when you log in to REDCap

After you have scanned the QR code using the Google Authenticator or Microsoft
Authenticator app, you can open the app at any time in the future to obtain your
verification code for REDCap. The verification code is always changing, so it will be
different each time you log in. NOTE: The app does not require an internet connection
on your device in order to work.

Close

Once this is complete you can login to GW REDCap with email & the
Microsoft/Google Authenticator App.

If you need any assistance please email us at REDCap@gwu.edu
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